
MATERI 11: 
IoT Security  

3/27/20201

Internet of Things
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What we learn today ...
⚫ Securing the Internet of Things

⚫ Security and Vulnerability in the Internet of Things

⚫ Security Requirements in Internet of Things
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Securing the Internet of Things : 
Security Requirements
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Securing the Internet of Things 

Security challenge in IoT are

• Authenticate to multiple networks securely;

• Ensure that data are available to multiple collectors;

• Manage the contention between the data access;

• Manage privacy concerns between multiple consumers;

• Provide strong authentication and data protection;

• Maintain availability of the data or the service;

• Allow for evolution in the face of unknown risks.
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Security and Vulnerabilities in 
Internet of Things 

Secrecy and secret-key management

• The IoT devices communicate with other it has eavesdropping 
threat.

• Because IoT devices has many sensitive data, then secrecy 
needs to be held. 

• The challenge :

➢ Lightweight

➢ Heterogeneous
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Security and Vulnerabilities in 
Internet of Things 

Authentication and Authorization Devices

• Secure authentication provided to protect the potentially 
sensitive sensor data being shared over the IoT systems.

• Authentication commonly used :

➢ one-way authentication

➢ mutual authentication
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Security Requirements in 
Internet of Things 

IoT at least has four layer that has diffrent function

• Sensing layer is integrated with end components of IoT to 
sense and acquire the information of devices;

• Network layer is the infrastructure to support wireless or wired 
connections among things;

• Service layer is to provide and manage services required by 
users or applications;

• Application interfaces layer consists of interaction methods 
with users or applications.
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Security Requirements in 
Internet of Things 
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Security Requirements in 
Internet of Things 

Sensing Layer and End Node
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Security Requirements in 
Internet of Things 

Network Layer has requirements 

• Privacy leakage;

• Communication security;

• Overconnected;

• MITM attack;

• Fake network message;

• Confidential compromise;

• Relay attack.
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Security Requirements in 
Internet of Things 

Network Layer has requirements 
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Security Requirements in 
Internet of Things 

Service Layer has requirements

• Authorization;

• Privacy leakage;

• Service abuses;

• Node identify masquerade;

• DoS attack;

• Replay attack;

• Service information sniffer and manipulation;

• Repudiation.
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Security Requirements in 
Internet of Things 

Service Layer has requirements
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Security Requirements in 
Internet of Things 

Application interface-layer has requirements

• Remote safe configuration;

• Integrity and confidentiality for transmission between layers;
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THANK YOU


